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Kernel Debugging - Why?

Why would we wantto dehug the kernel?after
all, it' stheonepartof the systemhatwe never
have to worry about,becausét alwaysworks.

Well, no.
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Kernel Debugging - Why?(cont)
Becausea driveris notworking aswell asit
should,or Is notworking at all.

Becauseve have a schoolor work project.

Becausdhekernelis crashingandwe don't
know why.

Becauseave wantto learnhow the kernelworks.
Becausat's fun! Realmenhackkernels;-)
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Broad Overview of the Kernel

Overamillion linesof code.

Documentation/
drivers/

ClE

arch/

fs/

lib/

mm/

net/

Others:security/include/sound/init/ usr/
crypto/ipc/
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Broad Kernel Overview (cont)

Supportguntimeloadingandunloadingof
additionalcode(kernelmodules).

Con guredusingKcon g, adomainspecifc
con gurationlanguage.

Built usingkbuild, a collectionof complex
Make les.

Heavily dependanbn gccandgccisms.Doesnot
useor link with userspacdibraries,although
suppliesmary of them- sprintf, memcyy, strlen,
printk (not printf!).
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Readthe Source, Luk e

Thesourceas there- uselt to gure outwhat's
goingon.

Linux kerneldevelopersrown uponbinaryonly
modulespecausehey don't have thesourceand
thuscannotdelug them.

_aterkernelsincludefacilitiesto markwhena
pinary only modulehasbeenloaded(“tainted
Kernels”).Kerneldeveloperswill kindly refuseto
nelpdelug a problemwhenakernelhasbeen
tainted.
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Readthe Source, Luk e (cont)

Usetheright toolsfor thejob. Toolsto navigatethe
sourcenclude:

IXr - http://www.iglu.org.il/Ixr/

nd andgrep

ctags.etagsgtagsandtheirilk.

UseagoodIDE

emacs
VI

Onebrave soull heardaboutusedMS Visual
Studio!
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http://www.iglu.org.il/lxr/

Usethe source
Thetwo oldestandmostusefuldeluggingaidsare

Your brain.
printf.

Usethem!thekernelgivesyou printk, which

Canbecalledfrom interruptcontext.

Beharesmostlylik e printf, exceptthatit doesnt
support oating point.
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Usethe Source (cont)

Usesomethindik e this snippetto turn printkson and
off dependingon whetheryou're building adelug or
relasebuild.

#ifdef DEBUG_FOO

#define CDBG(msg, args...) do { \
printk KERN_DEBUG "[%s] " msg, _ func__ , ##args )\
} while (0)

#else [* !defined(DEBUG _FOO) */
#define CDBG(msg, args...) do {} while (0)

#endif /* !defined(DEBUG_FOQO) */
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Usethe Source (cont)

For really toughbugs,write codeto solve bugs.
Don't beafraidto insertnew kernelmodulesto
monitoror affect your primarydevelopment
focus.

Codedefensvely. Wheneeryou suspect
memoryoverwritesor useafterfree,usememory
poisoning.

Enableall of thekerneldehug options- they will
nd your bugsfor you!
#define  assert(x) do { if (1(x)) BUG(); } while (0)

Linux 2.5hasBUG_ON().
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Kernel Debuggers

Linux hasseveralkerneldehuggersnoneof which are
In themaintree(for thetime being). Thetwo most
commonare

kdb - http://oss.sgi.com/projects/kdb
kgdb- http://kgdbsourcefoge.net/
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http://oss.sgi.com/projects/kdb
http://kgdb.sourceforge.net/

KGDB

Requireswo machinesa slave anda master

gdbrunsonthe masteycontrollinga gdb stubin
theslave kernelvia the serialport.

WhenanOOPSor a panicoccurs,youdropinto
thedehlugger

Very very usefulfor the situationswhereyou
dumpcorein aninterrupthandlerandno oops
datamakesit to disk - you dropinto thedehugger
with the correctbacktrace.
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KSymoops
ReadDocumentation/oops-tracing.txt

Install ksymoopsavailablefrom
ftp://ftp.il.kernel.og

Runit ontheoops(getit from thelogs,serial
consolepr copy from thescreen).

ksymoopgyivesyou a humanreadabldacktrace.

Sometimeshe oopsdatacanbetrusted("easy"
bugslikeaNULL pointerdereferenceand
sometimest's no morethanagenerahint to
whatis goingwrong (memorycorruption
overwrite EIP).
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ksymoops(cont)

Linux 2.5includesan”in kernel"oopstracer
calledkksymoopsDon't forgetto enablat when
compilingyour new 2.5kernel!

It canbefoundunderKernelHacking-> Loadall
symbolsfor delugging/kksymoops
(CONFIG_KALLSYMS).
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ksymoops(cont)

Unable to handle kernel NULL pointer dereference at virtual address 00(

printing eip:

c014a9cc

*pde = 00000000

Oops: 0002

CPU: 0

EIP: 0060:[<c014a9cc>] Not tainted

EFLAGS: 00010202

EIP is at sys open+0x2c/0x90

eax: 00000001 ebx: 00000001 ecx:  ffffffff edx: 00000000

esi:  Dbffffaec edi: ce07e000 ebp: cdbcffbc esp: cdbcffbO

ds: 007b es. 007b ss: 0068

Process cat (pid: 862, threadinfo=cdbce000 task=cdcf7380)

Stack: Dbffffaec 40013020 Dbffffob4 cdbce000 c010adc7 bffffaec 00008000 |
40013020 Dbffff9b4 bffff868 00000005 0000007b 0000007b 00000005 -
00000073 00000246 Dbffff848 0000007b

Call Trace:

[<c010adc7>]  syscall call+0x7/0xb

Code: 89 1d 00 00 OO0 00 €8 59 fc ff ff 89 c6 85 f6 78 2f 8b 4d 10
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LKCD

LKCD - Linux KernelCrashDump

http://Ikcd.sf.net

Savesadumpof thesystems stateat thetime the
dumpoccurs.

A dumpoccurswhenthekernelpanicsor oopses,
or whenreguestedby the administrator

Must be con guredbeforethe crashoccurs!
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http://lkcd.sf.net

Making senseof kernel data

System.map kernelfunctionaddresses
/proc/kcore- imageof systemmemory

vmlinux - theuncompressekiernel,canbe
disassembledsingobjdump(1).
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User Mode Linux

For somekindsof kerneldevelopment
(architecturandependentle systemsmemory
managementysingUML is alife saver.

Allows youto runthelLinux kernelin userspace,
anddehugit with gdh

Work is undervay at makingvalgrindwork on
UML, whichis expectedo nd mary bugs.
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Magic SysRg
More info at Documentation/sysrq.txt.

a'magical' key comboyou canhit which the
kernelwill respondo regardlessof whatever else
it is doing,unlessat is completelylockedup.

CONFIG_MAGIC _SYSRQgcho“l” >
/proc/sys/kernel/sysrqg

On x86, pressAL T-SysRg-<commankley>'.
Thesysrgkey is alsoknown asthe'Print Screen'’

key.
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Magic SysRg(cont)
'b' - WIill immediatelyrebootthe systemwithout
syncingor unmountingyour disks.

'0' - WIll shutyour systenoff (if con guredand
supported).

's' - WIll attemptto syncall mountedlesystems.

'pP' - WIill dumpthecurrentregistersand ags to
your console.

't' - WIill dumpalist of currenttasksandtheir
Informationto your console.

'm' - Will dumpcurrentmemoryinfo to your
console.

'h' - Themostimportantkey - will displayhelp
-)
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Happy Hacking!

QuestionsZTomments?
Happy Oopsing!
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